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(continued on page 8)

Protecting Your Secret Sauce 
No Matter the Industry

Important Provisions to Include in Your 
Employee and Contractor Agreements

By: Randy Ford, Attorney, Lauletta Birnbaum, LLC

As the owner of a small business, you may have a 
pre-conceived notion that nothing in your business is 
proprietary and is, therefore, not worth protecting.  The 
purpose of this article is, to (1) make you think about 
throwing that pre-conceived notion out the window and 
(2) provide some easy ways to protect your proprietary 
information in the context of an employee or contractor 
relationship.

First and foremost, do not sell you or your business 
short.  You owe it to yourself and the longevity of your 
business to think about what proprietary information 
you may have and what steps you can take to protect 
it.  For instance, you may have “trade secrets” as that 
term is defined by the New Jersey Trade Secrets Act.  
The Act defines trade secrets somewhat broadly:

A trade secret means information, held by one or 
more people, without regard to form, including a 
formula, pattern, business data compilation, program, 
device, method, technique, design, diagram, drawing, 
invention, plan, procedure, prototype or process, that: 
(1) Derives independent economic value, actual or 
potential from not being generally known to, and not 
being readily ascertainable by proper means by other 
persons who can obtain economic value from its 
disclosure or use; and (2) Is the subject of efforts that 
are reasonable under the circumstances to maintain 
its secrecy.

New Jersey courts have found that trade secrets may 
include information such as customer lists, computer 
programs, internal bookkeeping procedures, etc.  
Furthermore, even if information does not rise to the 
level of a trade secret, New Jersey courts have also 
upheld the use of restrictive covenants to guard against 
misappropriation of other business information.  
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Below is a list of items you can include in agreements 
with employees and contractors that can assist you in 
protecting such information that you consider a trade 
secret, confidential, or proprietary to your business.

Define What You Consider 
Confidential and Proprietary

A boilerplate employment or contractor agreement 
typically provides for a very broad definition of 
information that a business may deem confidential, 
however, there is nothing stopping you from 
specifically listing out specific types of information.  
For instance, if you believe a method of cleaning 
provides you with a competitive edge or you have 
gone to great lengths to assemble your list of 
customers, then call those items out in your employee 
and contractor agreements.  This way, you make it 
clear to your employees and contractors as to what 
information you want to make sure is protected and 
remains confidential.

Make Sure Confidential and 
Proprietary Information is Returned 
When Employment is Terminated

Courts will be hard-pressed to find your information 
confidential if you do not take reasonable steps to 
actually keep it confidential.  For instance, make sure 
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you have a clear policy on the return or destruction 
of your confidential and proprietary information 
when an employee’s or contractor’s engagement 
is finished, especially if you allow the storage of 
such information on an employee’s or contractor’s 
personal equipment.

Avail Yourself of All Remedies

While the New Jersey Trades Secrets Act provides 
certain remedies for a business owner in the event 
of misappropriation, a business owner should also 
avail itself of the Defend Trade Secrets Act of 2016,   
a newly enacted federal law that can provide a 
business owner exemplary damages (2 times direct 
damages) plus attorney’s fees.  The federal law 
requires certain notices to be made to an employee 
in order to gain the benefits of the law.  These notices 
can be placed in the employee agreement or in other 
policies like an employee handbook.

(continued from page 8)Protecting Your Secret Sauce No Matter the Industry
Please note that the tips provided in this article are not 
an end-all, be-all for the protection of your business’ 
secret sauce, however, they will put you in a better 
position to the extent an employee or contractor 
attempts to misappropriate your confidential or 
proprietary information.  For assistance in drafting 
these agreements for your business, feel free to 
contact me via email at rford@lauletta.com or phone 
at 856.669.2571. 


